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Define 4 ways that digital health 
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Analyze potential ethical case 
studies  looking at dilemmas for 
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Automation through a Healthcare technology platform can relieve care teams of the need 
to synchronously accompany every patient workout, resulting in a significant increase in 
their patient-capacity. In addition, aspects of a clinical workflow can be automated with 
symptom surveys and medication reminders.

Reduce Workload & Fatigue
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4 Platforms of
 “Connected” Technologies
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Example of technology not 
marketing

Care Coordination
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Example of technology not 
marketingTechnology can allow healthcare providers, quick access to patient analytics/outcomes 

via KPI Dashboards and “Best practice” treatment plans that improve long term patient 
outcomes and the quality of life.

Analytics &  Patient Outcomes
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4 Platforms of
 “Connected” Technologies

11

Physician Alerts & Monitoring
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4 Platforms of
 “Connected” Technologies

13

14Health user-friendly patient experience app keeps patients engaged and facilitates 
both synchronous and asynchronous communication between the patient and the 
care team. Patients report lower anxiety since they stay close to home but know that 
their care teams are always watching over them.

Enhance Patient 
Access and 

Engagement
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What is the ethical impact on 
these 3 central parties?

Patients

ResearchersProviders

Society

InsurersGovernment
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Ethical Dilemmas 

Privacy & Confidentiality

Security

Trust & Accuracy

Autonomy
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HIPAA Privacy Rule: 
“Establishes national standards to protect 

individuals’ medical records & other personal health 

information, and applies to health plans, health 

care clearinghouses, and those healthcare 

providers that conduct certain health care 

transactions electronically….” 

1. Privacy/Confidentiality

18



10/5/24

7

19

What Costs are you willing to 
pay for a violation?

$125,000 per violation 
Investigation, public disclosure, 
loss of income and maybe your 

practice
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You are on a plane working on a patient 
chart, can someone see that chart?

 Does it follow HIPAA guidelines?

Privacy & Confidentiality
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Ambient Privacy 
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Employee Social 
Media Post

A nurse posted the following comment on her social media page: “Can this shift 
be any longer? It started out with a waiting room full of nagging people that 
don’t seem to know “Waiting” means. Then I had to deal with the drama of 
moving a 400 lbs. (No Joke) patient down the hall to a treatment room. This 
patient was such a divia and I was not in the mood for her whining. Anyone 
around want to buy me a drink tonight???”

If you read this post, would you be able to identify the patient?

23

2. Security

• HIPAA Security Rule: “establishes national standards to 
protect individuals’ electronic PHI that is created, received, 
used, or maintained by a covered entity ( within our offices)”

• HITECH Act : “addresses the privacy and security concerns 
associated with the electronic transmission of health 
information in part, through several provisions that 
strengthen the civil & criminal enforcement of the HIPAA rules 
( when PHI leaves the office)”  

24
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You are engaged with a patient over text 
messaging, is your conversation secure? 

Does it follow HIPAA guidelines?

Security 

25

Text messaging is not HIPAA 
compliant

Unencrypted SMS messages should not 
be used for communicating ePHI unless a 
patient has initiated contact by SMS or 
requested provider-patient 
communications by text message – in 
which case healthcare providers can use 
text messaging provided reasonable 
safeguards are applied. 

Given its ease of use, many healthcare 
organizations and professionals may 
wonder is text messaging HIPAA 
compliant. The answer is generally “no,” 
but there are exceptions.

M a ry , h e re  a re  yo u r La b  
re su lts… ..

D r. Sm ith … . W h y  a re  yo u  
te xtin g  m y  la b  re su lts?  T h is  is  
m y  o ffice  ce ll p h o n e  a n d  it is  
m o n ito re d . P le a se  ca ll m e  w ith  
a n y  p e rso n a l h e a lth  
in fo rm a tio n .

26

Is Text Messaging HIPAA Compliant?
SS7 (Signaling Systems) attacks are mobile cyber attacks that exploit security 
vulnerabilities in the SS7 protocol to compromise and intercept voice and SMS 
communications on a cellular network.

27
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3. Trust & Accuracy

”On the Internet, no one knows that you’re a dog.”

28

Trust & Accuracy 
A patient comes in and wants to show you 
data from a health-tracking app they’ve 
downloaded from the web….

• What concerns do you have about trust and 
accuracy?

• What might be some solutions?

29

There are accuracy concerns, 
right?

30



10/5/24

11

Patient Autonomy
• What concerns do you have about patient 

autonomy?
• What might be some solutions?

31
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• Security breaches: A security breach could lead to 
the leak of genetic data, which could be released to 
insurance companies.

• Third-party sharing: 23andMe's privacy policy 
allows for third-party data sharing.

• Privacy policies: Privacy policies can be changed at 
any time, and users may need to consent to the 
changes again.

33
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Strategies to Mitigate Risk

• Consent, consent, consent
• Minimize presence of PHI in interventions
• Do NOT use PHI on social media
• Minimize access to data sets
• Make both the participant and the program unidentifiable
• Encrypt, use firewalls, use passwords
• Educate and incorporate patients’ voices & opinions
• Disclose risks
• Disclose presence (or non-presence) of humans “on the 

other end” of the intervention
• Apps and Services that are Accreditation by National 

Sources:
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Questions for the future…

• When and how to obtain “informed consent” 
for certain digital media

• How will digital health change the 
relationship between provider and patient?

• What if a patient refuses to use or refuses 
access?
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Strategies

• Discuss Accuracy with Patients

• Constantly review policies that 
affect PHI that is external of 
your offices 
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QUESTIONS??

What concerns do YOU have 
about digital health?
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Changing the future…

How we change the 
profession with Data and 

Analytics

42



10/5/24

15

43

Breakdown by Claim Error Frequency State Level
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